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Abstract.  Almost all modern computer systems involve multiple layers of soft-
ware, each manifesting different requirements for performance, security, and
real-time predictability. Interfaces between layers are required to efficiently and
reliably share information without compromising the requirements of the layers
that individually participate in the interface. This paper discusses principles and
empirical results in the comparison of three available techniques for interfacing
between hard and soft real-time components: the Java Native Interface, the Real-
Time Specification for Java, and Real-Time Core Extensions.

1 Background

For decades, principles of good software engineering have dictated strong encapsula-
tion and partitioning of responsibility so that independently developed software com-
ponents integrate cleanly into larger software systems. The implementations of
modern computing environments typically include multiple layers of responsibility
and trust. At the lowest layers, the operating system may itself be divided into a multi-
tasking micro-kernel and interrupt handlers with the highest levels of trust, and various
operating system services (e.g. caching file system, virtual memory paging, network
protocol stacks) implemented as protected threads running on top of the micro-kernel.
Typical application code, which runs on top of the operating system, is the least
trusted. Modern high-level operating systems will protect their own integrity from vio-
lation by application code. They will also protect individual applications from being
violated by each other.

Often, developers of embedded real-time systems must work at the very lowest layers
of this software hierarchy. Certain hard-real-time mission-critical and safety-critical
applications require that the application developer implement his own interrupt han-
dlers and perform other operations that might compromise the integrity of the real-time
operating system. Clearly, these developers must be trusted to do the right thing.

The challenges we face as providers of developer tools and real-time frameworks are
to help these developers do the right thing by:

1. Making the job of developing hard-real-time components as easy and safe as possi-
ble. We do this by providing tools and reusable software components that reduce
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the programmer’s burden of responsibility and automatically verify that particular
global invariants are always satisfied.

2. Providing mechanisms that enforce strong partitioning of responsibility and trust
between layers of the software hierarchy. Whatever the mechanism, it must support
independent realms of “trust” that are protected from one another. Any real-time
development methodology that requires equal trust in all developers will never
scale to the size and complexity required by today’s embedded systems.

3. Assuring that the resulting technologies provide adequate efficiency in terms of
memory footprint and execution speed. If a bullet-proof methodology runs so inef-
ficiently that programmers frequently step outside its boundaries in order to get
adequate performance, it is no longer bullet proof.

It needs to be emphasized that this paper focuses exclusively on issues related to the
flow of information and control between the hard real-time and traditional Java envi-
ronments. There are many other criteria by which available hard-real-time technolo-
gies could also be evaluated, including, for example, ease of development, portability,
scalability, and maintainability of software.

1.1 Java Native Interface (JNI)

The Java Native Interface is a set of protocols that allow mixing of Java code with tra-
ditional native-compiled code written in, for example, C or C++ [1]. Using these pro-
tocols, threads started within the Java virtual machine environment can call methods
implemented as native code. And operating system threads started outside the Java vir-
tual machine environment can attach to the virtual machine and invoke methods imple-
mented in Java.

Because of inherent differences between the Java and native programming models, the
interface between these worlds is fairly expensive. For example, Java objects that are
made visible to the native code must be associated with registered handles to ensure
that the garbage collector does not reclaim their memory. And native code that is tra-
versing Java data structures needs to coordinate with the garbage collector to assure
data coherency between what is seen by native code, Java code, and the garbage col-
lector itself. 

In some cases, the JNI protocol makes the addresses of particular pinned Java objects
visible to native code. The native code is then free to manipulate the referenced objects
using traditional C-style pointer operations. When native programmers accidentally
(or maliciously) reach beyond the ends of objects or overwrite certain object fields
with inappropriate values, the Java virtual machine itself can be compromised. At
some future time following one of these storage trampler events, the Java virtual
machine may crash because its internal data structures have been corrupted.
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1.2 The Real-Time Specification for Java (RTSJ)

The Real-Time Specification for Java [5] is a collection of APIs in combination with a
tightening of the semantic requirements for standard Java APIs. The RTSJ requires, for
example, that traditional Java threads honor strict priority scheduling as determined by
the Java thread priorities and not by operating system heuristics that occasionally age
the priorities of certain threads, boosting their priorities if they have not recently run
and lowering their priorities if they are seen to be consuming more than their fair share
of CPU resources. The RTSJ also requires the implementation of Java’s synchroniza-
tion constructs to provide a means of avoiding priority inversion. 

The RTSJ introduces certain new APIs that are not in standard Java. Among the exten-
sions, RTSJ introduces two new thread types: RealtimeThread and NoHeapRe-
altimeThread. Unlike traditional Java threads, these threads respond to
asynchronous interruption and cancellation requests. These threads are also able to run
at priorities higher than the traditional virtual machine’s 10 thread priorities. And the
NoHeapRealTimeThread is guaranteed to never be preempted by garbage collec-
tion.

Within the RTSJ specification, the scheduling behavior of RealtimeThread is not
well defined. If a particular RTSJ implementation offers some form of real-time gar-
bage collection, then the developer can expect predictable scheduling behavior. But if
it doesn’t, RealtimeThread threads will experience unpredictable interference
from garbage collection activities.

NoHeapRealtimeThread threads achieve highly predictable real-time scheduling
behavior by avoiding all access to heap-allocated objects. Whenever they need access
to a dynamically allocated object, they must allocate this object either from an
ImmortalMemory or ScopedMemory region. ImmortalMemory objects live
permanently and can never be reclaimed. For applications that are expected to run reli-
ably for years at a time, the only objects that can be allocated in ImmortalMemory
are the ones allocated during initial startup. Objects allocated within a ScopedMem-
ory region are all reclaimed simultaneously, at the moment the reference count for the
ScopedMemory region itself is decremented to zero. ScopedMemory regions may
nest, and objects within one ScopedMemory region may refer to objects in outer-
nested ScopedMemory regions, but not the other way around. Run-time checks
accompany every assignment to reference fields of objects to make sure that these con-
straints are not violated.

Synchronization between NoHeapRealtimeThread and traditional Java threads is
problematic given that a traditional Java thread may be preempted by garbage collec-
tion while it holds a lock on a shared object. If a NoHeapRealtimeThread subse-
quently requests access to the same synchronization lock, it may be forced to wait for
garbage collection to complete before the traditional Java thread can relinquish its lock
to grant access to the NoHeapRealtimeThread. For this reason, the RTSJ pro-
grammer is told not to synchronize between NoHeapRealtimeThread and tradi-
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tional Java threads. Instead, any information sharing between these two domains must
be realized by copying the data into ImmortalMemory objects and passing the cop-
ies to the other domain by way of built-in wait-free queues.

The RTSJ designers have commented in discussing the rationale for various design
tradeoffs that “real time is not real fast.” The primary criterion in designing the RTSJ
was to enable predictable and deterministic execution. Some of the performance com-
promises that were implemented in order to achieve this include the requirement to
impose run-time checks on reference assignments and to require copying of data
between real-time and non-real-time domains whenever information sharing is neces-
sary.

1.3 Real-Time Core Extensions by the J Consortium (Core)

The Real-Time Core Extensions specification is similar to RTSJ in that it adds real-
time programming capabilities to the standard Java virtual machine environment [6].
Both approaches partition objects so that hard-real-time threads do not depend on gar-
bage collection activities. Insofar as is relevant to interface issues, the Core specifica-
tion differs from RTSJ in the following regards:

1. The Core specification focuses only on hard-real-time applications. The intent is to
serve the needs of soft-real-time developers with complementary but distinct tech-
nologies. Contrast this with the RTSJ design which promotes the use of the same
APIs to serve both hard-real-time and soft-real-time requirements.

2. The Core attaches to existing Java virtual machines without requiring any changes
to the existing virtual machines, or can alternatively deploy as a stand-alone execu-
tion environment. Note that RTSJ requires significant changes to the synchroniza-
tion, thread scheduling, and JIT code generation models of any virtual machine it
extends. To date, RTSJ extensions have only been demonstrated on J2ME.

3. The Core allows sharing of objects between the hard-real-time and traditional Java
domains. All such sharing uses a carefully constructed protocol patterned after
Ada’s protected objects [7]. This protocol avoids the garbage collection synchroni-
zation difficulties faced by the designers of the RTSJ.

4. The Core supports neither immortal memory nor scoped memory. It offers alloca-
tion regions that are similar to immortal memory except that memory allocated in
such regions can be reclaimed under programmer control. It also offers stack-allo-
cated memory which is similar in concept to scoped memory except that the com-
piler enforces the restrictions required for safe operation. The design of stack
allocation supports polymorphic inheritance and code reuse, guarantees absence of
dangling pointers, and performs all enforcement at compile time without any
requirement for run-time checks.

5. Though designers of the Core agree with RTSJ designers in observing that “real-
time is not real fast”, they sought to address a broader audience for whom execu-
tion speed, memory footprint, and deterministic execution were all very important.
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The Core is designed to offer speed, footprint, and latency comparable to C or C++
running with a modern real-time operating system.

2 Evaluation Criteria

The focus of this paper is on understanding issues related to the interface between
hard-real-time and soft-real-time components. In evaluating the strengths and weak-
nesses of each proposed approach, we consider the issues discussed below. Since one
of this paper’s authors served as the editor of the J Consortium’s Real-Time Core
Specification, this list of evaluation criteria closely mirrors the objectives of those who
drafted that specification. We are not intentionally overlooking alternative criteria
which might favor alternative interface designs. Rather, we are not fully aware of the
objectives that motivated the designs of the RTSJ and of the JNI. We invite open dis-
cussion on these topics so that the general-purpose infrastructure technologies that we
are developing will have broadest possible appeal and so that developers who might
need to select between alternative infrastructure solutions can do so based in part on
distinctions in the objectives that each infrastructure approach attempts to satisfy.

Software Engineering Ideals. Software engineering principles are intended to reduce
development costs, improve software reliability, and increase generality (in order to
improve reuse). The following guidelines capture our sentiment with respect to these
concerns. In each case, the benefits of each objective are assumed to be independent of
all others. We make no attempt to quantify the importance of individual objectives,
and recognize that different situations will place different weights on the relative
importance of each objective.

1. An interface design that allows the developer to think about fewer details is pre-
ferred over one that requires the developer to address more details.

2. An interface design that allows the developer to write less code is preferred over
one that requires the developer to write more code.

3. An interface design that encourages composability and object-oriented inheritance
is preferred over one that does not.

Certification Issues. Often, layered software systems are partitioned so as to protect
more secure components from less secure components. We have commented already
that there is a tendency to “trust” the developers of the lowest layer software and to put
protection mechanisms in place to make sure that the lower-layer software is not com-
promised by the less trusted higher-level software. In order to earn the trust required of
the software comprising the lowest layers of the system hierarchy, developers of that
lowest-layer software usually adopt development processes that are much more rigor-
ous than processes typical of higher level software. These processes include enforce-
ment of rigid code style guidelines, code inspections by peers, and extensive testing
driven by code coverage analysis. In some cases, such as when this software controls
the flight of a commercial aircraft, the software processes include certification by an
external auditing agency. Whether code is externally or internally certified, the guiding
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principles remain the same. Here we identify several additional criteria by which inter-
face techniques are compared.

4. An interface that protects the low-level software from being compromised by high-
level software is preferred over one that offers no such protection.

5. An interface that reduces interference by low-level software into issues pertaining
to high-level software is preferred over one that does nothing to reduce such inter-
ference.

Performance. For many applications, performance is a critical development objective.
This is one of the reasons that the C language is used by over 70% of embedded devel-
opers even though the language is over 30 years old and clearly does not scale well to
the large embedded projects typical of today’s market. Thus, we identify two more
evaluation criteria:

6. An interface technique that imposes very little, if any, overhead at the point that
information passes through the interface is preferred over an interface technique
that imposes a high overhead.

7. An interface technique that imposes very little, if any, overhead on the execution of
typical code running in any of the software layers connected by the interface is pre-
ferred over an interface technique that does impose an overhead on execution of
typical code within the independent software layers.

3 Analytical Evaluation

Each of the three alternatives for interface implementation is evaluated here according
to the criteria discussed in Section 2. Table 1 reports our analysis of the scores, using
the encodings Good, Fair, and Poor. The remainder of this section discusses the ratio-
nale for the assigned ratings.

3.1 JNI

We rate JNI poorly for all three of the software engineering criteria because JNI devel-
opers have to think very carefully about many issues when connecting native code
with Java code. For example, the JNI programmer must understand non-portable
details regarding the priority mappings between Java threads and native threads and
must understand the relationship between the implementation of Java synchronization

Table 1. Subjective Scores for Available Interface Techniques

Evaluation
Criterion

1 2 3 4 5 6 7

JNI Poor Poor Poor Good Poor Poor Fair
RTSJ Fair Fair Good Fair Good Fair Poor
Core Good Good Good Good Good Good Good
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and the native RTOS synchronization techniques. The JNI programmer needs to care-
fully design techniques to avoid priority inversion. Accessing Java objects from C
code requires strict adherence to special protocols designed to abstract Java object rep-
resentations. This requires much more code than would be required if the C program
were dealing with traditional C structures. Finally, the JNI interface does not enforce
any type checking or encapsulation and does not support any sort of object-oriented
inheritance.

We rate JNI as good in category 4 because Java’s security model is very good at pro-
tecting native components from being compromised by Java application software. On
the other hand, we rate JNI as poor in category 5 because there are no protections in
place to prevent native code from compromising the integrity of the Java virtual
machine.

We rate the interface efficiency as poor because each time control passes between
native and Java code, significant marshalling of information must take place. The typi-
cal JNI call is more than ten times as expensive as a typical Java method invocation. 

In general, it would appear that the performance of traditional C code and traditional
Java code are unaffected by the presence of the JNI interface. Nevertheless, we rate
this performance as mediocre for two reasons. First, when C code is accessing objects
shared with the Java virtual machine, it runs much more slowly than when it is access-
ing traditional C structures residing in its own heap. This is because the C code must
follow special protocols involving macros and function invocations to access the Java
objects. Second, the requirement to efficiently support the JNI interface imposes
implementation tradeoffs on the Java virtual machine architecture which slows execu-
tion of traditional Java code even if that code is not making use of the JNI interface.

3.2 RTSJ

RTSJ represents an improvement over JNI in the details that must be considered and in
the code that must be written to implement both sides of the interface. Thus, we rate
RTSJ as fair for both criteria 1 and 2. One reason we do not offer good ratings is
because NoHeapRealtimeThreads cannot use traditional Java techniques to syn-
chronize with traditional java.lang.Threads or with RealTimeThreads.
Instead, they must devise ad hoc sharing protocols that allow certain objects to exist at
some times within the domain of the hard-real-time world and at other times within the
domain of the soft-real-time or non-real-time world. RTSJ allows objects to be passed
between domains by placing them onto specially designed wait-free queues. The only
objects that can be shared between these two worlds are objects residing in Immor-
talMemory. Since these objects are not subject to automatic garbage collection,
developers must take responsibility for manually managing the allocation and recy-
cling of such objects as they move in and out of the hard-real-time domain. Most
developers of hard real-time code program defensively. They will generally take extra
precautions to protect the integrity of their hard real-time software from interference
by other software components. Because of this, most will be wary of releasing their
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critical data structures to the control of non-real-time software components. Instead,
they will often desire to keep their critical data structures to themselves and will only
copy information into shared objects when necessary to communicate with non-real-
time components. Finally, note that RTSJ programmers must invent their own ad hoc
techniques for throttling the flow of information through a wait-free queue. What is the
real-time program to do if it cannot place critical information into the queue because
the queue is full, or if a reusable buffer does not come back from the non-real-time
world in sufficient time to fill it with the next requested information?

We rate RTSJ as good in category 3 because information is passed between hard-real-
time and non-real-time domains in the form of Java objects. We emphasize that these
are special objects (residing in ImmortalMemory) and special care must be taken to
ensure that the methods associated with these objects can be invoked both from within
a NoHeapRealtimeThread and a java.lang.Thread. We do not penalize
RTSJ in the category 3 rating for these issues because we consider RTSJ to have
already paid the price of these sins in its category 1 and 2 ratings.

We rate RTSJ as mediocre in protecting the hard-real-time domain from mistakes
made within the traditional Java domain. On the one hand, RTSJ uses standard Java
encapsulation techniques to protect hard-real-time components from traditional com-
ponents. On the other hand, there is no other partitioning beyond this to protect the
hard-real-time domain from the Java domain. The two domains are so tightly inte-
grated that if the Java virtual machine crashes, the hard-real-time environment also
crashes. If a traditional Java thread consumes all of the virtual machine’s memory, the
hard-real-time environment will not be able to find memory to represent scoped mem-
ory regions. Also, if the traditional Java code fails to return the immortal objects that
carry information by way of wait-free queues from the hard-real-time domain to the
Java domain, the hard-real-time application software will not be able to continue to
send information to the traditional Java domain.

With the RTSJ, NoHeapRealtimeThreads are not allowed to access traditional
heap objects. This helps to prevent NoHeapRealtimeThreads from interfering
with the activities of the traditional Java application code. Thus we give category 5 a
good rating. Unfortunately, most real-time developers would rather have a higher rat-
ing in category 4 than in category 5.

We rate category 6 as fair because the protocols for sharing information between the
hard-real-time and non-real-time domain are much heavier than traditional Java-syn-
chronized sharing. Passing information between domains usually requires allocation of
a reusable buffer from an existing pool and copying of information into the reusable
buffer. Then the object must be inserted onto one end of a wait-free queue and subse-
quently removed from the other end of the wait-free queue. Even so, this interface is
more efficient than the typical JNI implementation.

We rate category 7 as poor because the RTSJ imposes a number of run-time checks on
code executing both within the traditional Java domain and within the hard-real-time
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domain. These checks are required to enforce that NoHeapRealtimeThreads
never depend on or interfere with operation of the garbage collector.

3.3 Core

We assign good ratings for all three of the software engineering criteria. Using the
Real-Time Core Extensions, the interface between hard-real-time and traditional Java
objects is represented by a core-baseline method. To the traditional Java developer,
this looks like a standard object-oriented Java method invocation. The hard-real-time
developer who implements the core-baseline method writes this code the same way he
would write all of the other code in his hard-real-time application. He inserts a special
marker into the body of the method to inform the core compiler that it must translate
this method according to the calling conventions of the traditional Java execution envi-
ronment rather than the streamlined conventions of the hard-real-time environment.
All of the implementation complexity is hidden behind the core compiler. Further-
more, because the interface is implemented using standard Java object-oriented disci-
plines, it takes full advantage of inheritance and polymorphism.

Categories 4 and 5 also earn good scores. There is a strong partition between the hard-
real-time and traditional Java domains, so strong that the hard-real-time execution
environment can continue to run even if the Java virtual machine crashes. Memory is
permanently partitioned between the two domains so there is no risk that a runaway
Java application will consume memory that ought to be reserved for hard-real-time
activities. Further isolation is provided by compile-time enforcement that prevents tra-
ditional Java objects from directly manipulating core objects and prevents core objects
from referring to traditional Java objects. A protocol is provided to allow traditional
Java objects to obtain handles to specific core objects, but these handles can only be
used to execute the core-baseline methods that were implemented by the trusted hard-
real-time developer. There is no way for a traditional Java thread to access the instance
variables of the core objects.

The strong partitioning that exists between the hard-real-time and traditional Java
domains enables a very efficient interface implementation. Because the core domain
never refers to traditional Java objects, there is no need to marshall object representa-
tions on this interface. And even though we prohibit traditional Java threads from
directly accessing the instance variables of core objects, the core programmer can
write very efficient accessor methods which will be compiled and even in-lined by the
core compiler. This particular protocol was designed to allow traditional Java threads
to run according to their standard code model, without any changes required to the
Java virtual machine when it is attached to a core execution environment. Likewise,
the protocol was designed to allow the hard-real-time Java threads to run at full speed
comparable to C or C++ code. No run-time checks are required. Thus we give good
ratings to the Core for categories 6 and 7 as well.
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4 Empirical Evaluation

Aonix is currently implementing a subset of the Core specification. In this section, we
provide a summary of empirical results obtained by measuring the alternative interface
technologies as they . 

4.1 Experimental Benchmarks

Two representative applications were selected for the purpose of evaluating the inter-
face between hard-real-time and soft-real-time components. These are synthetic
benchmarks based on real-world scenarios. We describe the two benchmarks below.
Additional representative workloads are under development. Source code for the two
benchmark applications described below and for the additional benchmark applica-
tions that are under development will be available from the authors of this paper.

Zero-Copy Network Stack. This application represents a simplification of the sort of
work carried out by a network router or gateway.

The hard real-time component represents the lower level control plane of a network
protocol stack. This routine repeatedly selects a random packet from a collection of
128 previously allocated and initialized packets. It examines certain fields of the
packet to determine if this packet requires any special handling. In our simulation, an
average of one packet in every 17 requires special handling and is forwarded to the
soft-real-time management-plane software for further processing. The packets that do
not need any special handling are queued directly for another hard-real-time thread to
do further output processing.

The soft-real-time management plane examines each packet that is forwarded for spe-
cial handling, makes some minor adjustments to the content of the packet, and then
queues the packet for further output processing within the hard-real-time domain.

For our benchmark, we measure how much time is required to process 1,000 packets
through the soft-real-time code. This corresponds to total processing of approximately
17,000 packets. Although our benchmark result is reported as an elapsed time, this
value is inversely proportional to the maximum rate at which packets could be reliably
handled by a network element implemented based on the respective interface technol-
ogy.

Streaming Data Recorder. This application represents the sort of work that might be
carried out in a streaming data recorder that is part of, for example, a seismic monitor
or a black-box recorder for a commercial aircraft. 

In this application, the hard-real-time component is responsible for writing buffered
data to the physical non-volatile media. The soft-real-time component is responsible
for gathering data samples to be recorded. In this simulation, the soft-real-time compo-
nent simply generates random integer values and stores them into a buffer holding 256
entries. Each time the buffer fills, the soft-real-time component hands the buffer over
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to the hard-real-time domain and begins filling a second buffer. The hard-real-time
component simulates the streaming data write operation by summing the integers in
the buffer and then sleeping for 100 microseconds before returning the emptied buffer
back to the soft-real-time component.

For this benchmark, we measure how much time is required to process 16,384 buffers
of 256 entries each. As with the other benchmark, this result is also reported as an
elapsed time. The reported value is inversely proportional to the maximum rate at
which information could be collected and streamed to non-volatile media using the
respective interface technology.

Comparison Between Workloads. The zero-copy network stack is very typical of
layered network protocol implementations in which 90% of the CPU time is spent in
10% of the code. As is typical in such systems, the 10% of the code that is most perfor-
mance critical is the lower level hard-real-time code. In this example, only 1 out of 17
packets is bubbled up to the soft-real-time management layer. And even when a packet
is sent to the management layer for special processing, the management layer only
examines and manipulates selected fields of the packet’s header. In contrast, the lower
layer software processes every packet and deals with the entire data payload of each
packet. This benchmark places greatest emphasis on performance of the low-level
hard-real-time code. The need to pass information from the hard-real-time to soft-real-
time world is relatively rare, as is the need to examine or manipulate shared objects
from the soft-real-time domain.

The streaming data recorder provides a much more balanced sharing of computation
between the soft-real-time and hard-real-time domains. For each entry in the buffer,
the soft-real-time thread generates a random number and inserts this into the buffer.
Similarly, the hard-real-time component examines each entry in the buffer as a simu-
lated step in the streaming write operation. Thus, this benchmark places approximately
equal emphasis on efficiency of soft-real-time and hard-real-time access to shared
objects. The shared buffer objects themselves are passed between the hard-real-time
and soft-real-time domains relatively rarely in comparison to the frequency of opera-
tions that access the fields of the shared objects.

4.2 Measured Platforms

We implemented the two sample applications using each of the three interface tech-
niques. We ran all of our measurements on the same computer, a dual-processor Pen-
tium II processor running at 350 MHz. The system has 256 MBytes of RAM. It is
running Timesys Linux version 3.2.214smp, configured to use only one of the proces-
sors. We chose to run in single-processor configuration so as to reduce uncertainty as
to what exactly is being measured. Except for the measured workload, each measure-
ment was taken with the processor in a quiescent state.

JNI. To measure the cost of the JNI interface, we ran the JNI versions of the two appli-
cations on a pre-release version of PERC 4.1. All shared data objects were allocated in
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the Java heap. We chose to measure JNI performance on PERC rather than Sun’s JDK
product because the Java threads are to represent soft-real-time behavior.

RTSJ. We evaluated the efficiency of the RTSJ interface by measuring the RTSJ ver-
sion of the two applications running on RTSJ reference implementation 1.0. For this
test workload, all of the shared objects were allocated from within ImmortalMem-
ory. Hard-real-time activities were represented by NoHeapRealtimeThread
objects. We chose to represent soft-real-time activities with java.lang.Thread
objects. This represents a compromise from the original intent of the demonstration,
forced by the lack of real-time garbage collection in existing RTSJ implementations.

The hard-real-time components trusted the soft-real-time Java code to deal appropri-
ately with the packet and buffer objects that were shared between the two domains.
Thus, it was not considered necessary to copy data out of private hard-real-time buff-
ers before communicating their contents to firm-real-time Java components.

We are aware that TimeSys has now completed a commercial implementation of the
RTSJ, named JTime, and we would have preferred to evaluate the efficiency of the
RTSJ interface by measuring that implementation. Unfortunately, Timesys refused our
repeated requests to license the JTime implementation for the purposes of conducting
this research. Individuals interested in the performance of JTime may obtain test pro-
grams directly from the authors and conduct their own tests of the JTime platform.

Core. We have not yet completed implementation of the Real-Time Core Extensions
so the measurements reported here are only approximations based on the currently
available partial implementation. In the Core programs, all shared objects are allocated
from within the core domain. In the simulation, the core components are represented
by C code written to follow the sharing protocol that was designed for integration of
core components. We consider this a fair representation of core performance, espe-
cially in light of the fact that one of our next implementation steps is to automate the
translation of real-time Core code into the equivalent C code.

For purposes of this simulation, we have instrumented a version of PERC 4.0 to recog-
nize classes that implement a particular interface and were loaded by a particular class
loader as having core-baseline methods. These methods are treated like JNI methods
but with a less costly (more efficient) interface implementation. 

One notable weakness of the existing partial implementation is that all access to shared
Core objects from within the Java domain must include an invocation of a native
method. A future version of the Core implementation will in-line the implementation
of many core-baseline methods.

4.3 Experimental Results

The results of our empirical evaluation are tabulated in Table 2.
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Discussion of Results. From the first benchmark, it is interesting to note that even
though C code is known generally to be much faster than Java code, the JNI imple-
mentation runs over 10 times slower than the Core solution and over twice as slow as
the RTSJ approach. This is presumably because of the very high cost of “crossing the
barrier” between the JNI and JVM domains. The Core hard-real-time components are
also written in C, but the protocol for sharing objects between the Core and JVM
domains is much simpler. This Core sharing protocol is independent of JVM technolo-
gies so the benefits shown here would accrue to integration with other JVMs as well.

In the second benchmark, the costs of crossing the interface between hard- and soft-
real-time domains are less significant. Much more significant is the efficiency with
which each approach independently executes soft-real-time and hard-real-time compo-
nents. RTSJ is over 20 times slower than Core. This is presumably because all of the
RTSJ components are interpreted, whereas the Core solution benefits from the PERC
JIT compiler. Note that interpretation of RTSJ code runs even slower than interpreta-
tion of traditional Java code because RTSJ requires extra run-time checks to enforce
memory partitioning and dynamic scoping. 

Presumably, the commercial JTime implementation would perform better than the
RTSJ reference implementation. However, we were not given an opportunity to evalu-
ate that environment. It is our understanding that performance even of JTime, which
offers limited forms of ahead-of-time compilation, is generally disappointing, and this
may be one of the reasons Timesys has elected to protect the product from public scru-
tiny. Our difficulties obtaining access to the commercial product hint of larger issues
that must be addressed in the real-time marketplace. Discussion of economic issues
that accompany dependency on proprietary technical products focused on narrow mar-
ket niches are beyond the scope of this paper. 

Given the huge penalty paid by JNI in the first benchmark, it is surprising to see it per-
form significantly better than the other two alternatives for this benchmark. Our analy-
sis of this anomaly is that this particular benchmark was particularly sensitive to a
shortcoming in our prototype Core implementation. In particular, for each value
inserted into the buffer, the soft-real-time component must make a core-native method

Table 2. Benchmark measurements (ms)

Benchmark Trial 1 Trial 2 Trial 3 Average

Zero-Copy
Network

Stack

JNI 27,944 21,315 23,159 24,139

RTSJ 10,395 10,359 10,309 10,354

Core 2,160 2,090 2,060 2,103

Streaming
Data

Recorder

JNI 4,802 4,757 4,749 4,769

RTSJ 191,694 191,563 191,516 191,591

Core 8,920 9,000 8,850 8,923
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call. This is because the data buffer is a core object which does not live in the Java
heap and does not follow the traditional Java heap-access protocols. Even though the
protocol for core-native method calls is much more efficient than the protocol for tra-
ditional JNI native method calls, it is still a fairly expensive operation. A future
improvement to our Core implementation will replace the core-native method calls
with in-lined machine code. This in-lined machine code will run even faster than JIT-
translated Java code because it will circumvent the protocols required for coordination
with garbage collection and relocation of objects. Thus, we are confident that a future
version of the Core will run significantly faster than the JNI implementation on the
Streaming Data Recorder application.

There is one last point we desire to emphasize relating to these two benchmarks. It is
important to note that the alternative technical approaches yield radically different per-
formance, spanning a range of over 40-fold. Even more noteworthy, the best technol-
ogy for one of these challenges was the worst for the other! These observations
underscore the importance of (a) recognizing that different technologies are better
suited to different problems, (b) it is very difficult to predict the performance of a
given technology on your specific problem based on the experience of others with
other problems, and finally (c) the stakes are quite high as are the risks (we’re not talk-
ing about performance variations of only plus or minus 30%; we’re talking about
orders of magnitude). This work is ongoing. Aonix will continue to expand its reper-
toire of test applications in order to better understand the tradeoffs represented by par-
ticular interface technologies.

Qualitative Observations. This was the authors’ first experience developing software
using the RTSJ APIs. Briefly, we summarize here some of the lessons we learned from
this experience.

First, we found it was easier than originally anticipated to share objects between the
hard- and soft-real-time domains. However, there are subtle coordination issues, the
importance of which should not be underestimated, and we expect that less “formal”
developers would be likely to stumble into certain pitfalls, mentioned below. We used
wait-free queues to pass objects between the two domains. We were confused by the
documentation which states, for example, that the read() method of a WaitFree-
WriteQueue may be called by more than one writer [sic], which seems to contradict
the constructor API, which requires as one of its arguments a reference to the
java.lang.Thread object that represents the writer. For our application, we
needed only one writer, so this was not an issue for us. But we were left wondering
how different RTSJ implementors might end up interpreting the specification in differ-
ent ways, leading to incompatibilities between code developed for one implementation
versus another.

For both of our applications, we would have liked to have had a built-in blocking
queue upon which a soft-real-time thread could block waiting for information from the
hard-real-time domain, and upon which a hard-real-time thread could block waiting
for a slot in the queue to become available for transmission of information to the soft-
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real-time domain. In the absence of this, we were forced to introduce busy loops that
would repeatedly poll the queue status and sleep until the queue was ready. We were
tempted to implement our own blocking queue. All of the facilities are in place to
make the implementation quite straightforward. This, however, is where an unwary
RTSJ programmer may create problems for himself, or even worse, for the folks down
the hall who are writing code that has to run on the same platform. The problem is as
follows:

1. Suppose you have a NoHeapRealtimeThread running at real-time priority 20,
and you decide that you don’t mind if this particular thread blocks waiting for cer-
tain coordination with a non-real-time thread. So you use a traditional Java monitor
to arrange that the NoHeapRealtimeThread will block until the Java thread
performs a certain action.

2. Suppose further that the NoHeapRealtimeThread attempts to enter this shared
monitor in order to see if the Java thread is ready for a coordinated handoff, but the
monitor is locked because the Java thread is already accessing certain shared data
structures associated with this monitor.

3. Because of the way the RTSJ specification is written, the NoHeapRealtimeTh-
read will endow its priority to the Java thread, allowing it to run at real-time pri-
ority 20 until it advances to the point of releasing its lock on the shared monitor.

4. And finally, suppose the Java thread cannot make forward progress because the
Java VM is in the middle of garbage collection. The Java thread, and the garbage
collector upon which it depends for its forward progress, are now running at effec-
tive priority 20 and will continue to do so until garbage collection completes.

The programmer who introduced this shared monitor thought it would be ok because,
as far as he was concerned, his real-time task had nothing to do until the Java domain
produced another value for him to process. The problem is that every other NoHeap-
RealtimeThread with priority equal or lower than 20 is also prevented from run-
ning while garbage collection completes. In our opinion, it’s a little too easy for
programmers to introduce these sorts of priority inversion bugs into an RTSJ system.
These sorts of problems are even more troubling than the scoped-memory incompati-
bilities that RTSJ developers encounter when they attempt to invoke existing Java
library code from within NoHeapRealtimeThreads. When library code invoked
from a NoHeapRealtimeThread violates the scoped-memory restrictions, this
throws an exception, so the programmer can figure out that these libraries are incom-
patible with NoHeapRealtimeThreads. No such exception is thrown when
library code attempts to synchronize on objects that might be shared between the hard-
real-time and non-real-time domains.

5 Conclusions

There are various ways to connect soft-real-time and hard-real-time software compo-
nents together. Each has particular strengths and weaknesses. When evaluated accord-
ing to the criteria detailed in this paper, the Real-Time Core approach is superior to
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available alternatives. Further research may reveal alternative criteria that are of equal
or greater importance to particular problem spaces and may reveal additional ways to
evaluate alternative approaches in terms of the criteria already identified.
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